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TECHNOLOGICAL SUPPORT

Protection Management

* Prevention — sensors, threat intelligence and
advanced analytics allow better readiness

* Protection — integrated physical and logical
security mitigate events' likelihood

 Management — impact and duration is reduced
through better operations

« Recovery — support to resilience allows
reduction of recovery time

: Recover
Prevention y
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Integration and minimization - up to cancellation - of Critical Event

Source: consulting report on security market dynamics
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MISSION CRITICAL TECHNOLOGICAL SUPPORT

« High Availability

« High Usability

 Coverage

* Priority & emergency calls

« Group call

« Coordination and field supervision
e Secure and protected operations
« Specialized terminals
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MISSION CRITICAL TECHNOLOGICAL SUPPORT

« High Availability = Particularly in disaster events

« High Usability - Voice quality / best effort data

« Coverage - Also in areas with low commercial value

* Priority & emergency calls = Available bandwidth & Preemption
* Group call - Allow heterogenous distribution of users

« Coordination and field supervision = Analytics / Control Rooms

e Secure and protected operations > Cyber protection / resilience
« Specialized terminals = vs. General purpose Devices
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MISSION CRITICAL PARTNER

« High Availability = Service Partner (full service on Tetra network)

« High Usability = Hybrid Network with MC Core

« Coverage > Hybrid Network + Deployable

* Priority & emergency calls 2> QoS, PTT + MCPTT

« Group call - Interworking, MC services

« Coordination and field supervision = Integrated Control Rooms

« Secure and protected operations - Users DB, SIMs, Cyber & NW protection
« Specialized terminals > BoB + Specialized applications
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The COMMS SCENARIO: a Public & Private effort...

@?A 3GPP standard release cycle

zzzzzzz 2015
- 2017 2018 2019 ‘ ‘
~—=. Timescales T S o %6 pamgu Tt
QCA Based on practical implementation of a harmonised European solution : ‘

Release 14 Rel-14 St.3  Extension

NOTES £C FP7 | _ECFP7 Pre-56
* Tet Release 15 ' i 5G PPP | [_ScPPPsetwp | 56
(5G Phase 1) Rek15 Stage 1 -
Rel-15 Stage 2 Extension

BB

Rolfs Stage 3. ‘ ! m

I Rel15ASNA H . . SDN/NFV| ' ETSINVE (/MANO), ONF, Open Dayiight, OPNFV, Open Stack, ONAP...
! N S
' v 1] N,

cosystems| BBF, CPRI Fo
Government ]

* Period after 2020 is unclear: O I'Egal framework
« Many existing networks will not be ready for replacement ey
* Voice services over LTE will be limited in early implementations. 0\] 5G Network:
* Full TETRA functionality will take longer to replicate 06 «\e

- Formany markets Tetra will still be used for voice anyhow 00‘“

(s ——
2 Operational procedures : : : T reeswges
* Commercial networks will also still be used { 3 e e S : : : i m
(e.g. for non-mission critical) in a hybrid model H H H H j
qo\ga : : : : : !

Applications

o ————
Network environment

Industry . .
TETRA/TEtrapal/P25/GSIVI-R mission critical Voice System implementation

2005 2025/30? 3GPP/ETSI

Note: Other Regions: ts under elaboration
ia |
| | |

Trials > 5G Deployment and commerclaumlan>
[ [ [ [ I [

Capacity

5

fransition Window BroadMap )
\‘ End of technical

lifetima for number

Coexistence will be a fact until 2025-2030 (Broadmap, TCCA) UK PPORie (( Primary window for

looking forward managed transition

of national PPOR
. . . to move to LTE from narrow band to critical | TETRA networks
Hybrid networks (leading towards 5G) will be needed e broadband o e conomc

(all major players consider to merge dedicated PMR and BB services
according to different levels of severity, availability, reliability, etc.) g
(TCCA, 3GPP, IEEE, 5GPPP-5GIA, EU DGCOM — COCOM) Critical LTE data + voice technology avalable

TETRAITETRAPOL/P25 technologies are available
EU strategy for across borders interoperability must be adopted to 2010020 2018 ”W" 2035

Momymd*

manage transnational events (ISITEP, UE roadmap) and frequencies RO o
must be harmonized (e.g. Option B of ECC n.218 report, 2x8Mhz)
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Giorgio Mosca

Sr. Vice President Strategy & Technologies
Cyber Security Division, Leonardo

THANK YOU FOR YOUR ATTENTION
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